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(54) COMMUNICATION TERMINAL DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To communicate cipher 
text and a key of cryptogram through different routes 
for enhancing the confidentiality of communication by 
sending cipher text through a computer 
communication network and on the other hand, 
isili performing cipher communication that sends a key of 
cryptograph through a public line. 

SOLUTION^ A facsimile equipment on a sending end 
sends cipher text that is enciphered by an enciphering 
part through an internet (#02), when there is a 
transmission instruction with a start key operation, 
etc., (#01), and sends a key of a cryptograph that was 
used for encryption through a telephone line (#03). On 
the other hand, when a receiving end receives (#11) 
the key of the cryptogram through the telephone line, it automatically receives (#12) the 
cipher text through the internet, an enciphering part decodes it by using the key of 
cryptogram that receives the cipher text, and a recording part prints and outputs (#13) it. 
Here, when a key of the cryptogram is received through a telephone line, with this reception 
as a turning point, the receiving end automatically is connected to an internet and receives 
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the cipher text. 
CLAIMS 



[Claim(s)] 

[Claim l] The communication terminal which is a communication terminal which made 
connectable the computer communication network and the public line network, and is 
characterized by performing cryptocommunication by communicating a cryptographic key 
through the above-mentioned public line network while communicating a cipher through the 
above-mentioned computer communication network. 

[Claim 2] The above-mentioned cryptographic key is a communication terminal according to 
claim 1 characterized by receiving by polling reception or confidential reception through the 
above-mentioned public line network. 

[Claim 3] Claim 1 characterized by connecting the above-mentioned computer communication 
network automatically, and receiving the above-mentioned cipher when a cryptographic key is 
received through the above-mentioned public line network, or a communication terminal 
according to claim 2. 

DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to amelioration of communication terminals, 
such as facsimile apparatus which enabled the communication link with a computer 
communication network. 
[0002] 

[Description of the Prior Art] Computer communication networks, such as the Internet, tend 
to be used increasingly, and those [ its ] who use also at ordinary homes are increasing in 
these days. Since only the communication link costs to a contract provider (provider to a 
computer communication network) nearby from a personal computer etc. in a user should pay 
use of such a computer communication network, it can shorten communication link time 
amount and has come to be also able to perform the communication link with an overseas 
computer by being cheap. 

[0003] So, in current, in view of such a situation, communication terminals, such as facsimile 
apparatus which enabled connection with a computer communication network, are developed, 
and according to this, the manuscript image which carried out the reading scan can be 
transmitted now to a partner's communication terminal by either facsimile transmission or 
electronic mail transmission. That is, at the time of transmission of image data, when 
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facsimile transmission is chosen, image data is directly transmitted using a telephone 
network etc. On the other hand, when electronic mail transmission is chosen, image data was 
changed into the electronic mail format, this data was stored in the mail box on a network, 
and if many of receiving sides connect a computer communication network to the suitable tide 
via the telephone line by the dialup connection and the electronic mail is transmitted in this, 
image data is read from the mail box. 

[0004] Although a lot of image data communication is possible with the spread of such 
equipment and communication networks, on the other hand, the cure against an information 
security has been a technical problem, and in order to solve this, cryptocommunication is used 
from the former. 
[0005] 

[Problem(s) to be Solved by the Invention] However, if cryptocommunication is performed 
through a computer communication network, the above-mentioned conventional 
communication terminal The cipher which enciphered the transmit data although the amount 
of data did not need to be extensive, or communication link cost did not need to start even if it 
was a long-distance communication link, Since it passed along various roots by the computer 
communication network without a change to transmit the cryptographic key (decode key) for 
decoding this cipher together, on the point [ secreting nature, such as omission of the data in 
the middle of transmission, and tapping, ], the problem still remained. 

[0006] Then, this invention is communicating a cipher and a cryptographic key by another 
root in view of the above-mentioned situation, and it is proposed for the purpose of offering 
the communication terminal which raised communicative secreting nature further. 
[0007] 

[Means for Solving the Problem] While the communication terminal according to claim 1 
proposed in order to attain the above-mentioned purpose is enabling connection of a computer 
communication network and a public line network and communicates a cipher through a 
computer communication network, it is characterized by performing cryptocommunication by 
communicating a cryptographic key through a public line network. 

[0008] Although there are a cryptographic key of the narrow sense used in order to perform 
cipher processing, and a decode key used in order to perform decode processing in a 
cryptographic key here, in this invention, **** of a cryptographic key is mainly used by 
semantic **** of a decode key, and assumes the case where both are the same contents of data. 
However, you may be the contents from which these are different, and a decode key 
communicates through a public line network in that case. 

[0009] In this communication terminal, while transmitting the cipher which performed cipher 
processing using the cryptographic key through a computer communication network at the 
time of transmission, a cryptographic key is transmitted through a public line network, and 
on the other hand, at the time of reception, after decoding the cipher received through the 
computer communication network by the cryptographic key which received through the public 
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line network, predetermined processing of a printout etc. is performed. 
[00 10] In addition, the facsimile apparatus with an electronic mail function made possible 
[ connection of a computer communication network ] for the communication terminal 
concerning this invention, the personal computer equipped with data communication facility, 
etc. are equivalent to this. Moreover, there are the Internet, NIFTY Serve, PC-VAN which are 
personal computer communication service, etc. in a computer communication network, and 
electronic mail service is carried out as one of the services. There are a telephone network, 
ISDN (integrated services digital network), etc. in one public line network. 
[00 11] In a communication terminal according to claim 2, a cryptographic key receives by 
polling reception or confidential reception through a public line network. It is the function 
which is preventing from taking out the stored data here if polling reception is the function to 
receive the data which perform a Request to Send from a receiving side, and are set at the 
transmitting side, and confidential reception once stores the received data in memory and 
does not enter a predetermined password here. 

[0012] When a cryptographic key is received through a public line network, a communication 
terminal according to claim 3 connects a computer communication network automatically, 
and receives a cipher. That is, reception of a cryptographic key shows that the cipher is 
already transmitted. Therefore, even if it is the case where the Internet is used by the dialup 
connection, this cipher is receivable immediately after a cipher is transmitted. 
[0013] 

[Embodiment of the Invention] Below, the gestalt of operation of this invention is explained 
with reference to a drawing. Drawing 1 is the block diagram showing an example of the 
internal configuration of the communication terminal of this invention. Here, the example of a 
configuration of the facsimile apparatus with an electronic mail function which is one of the 
communication terminals of this invention is shown. That is, in addition to conventional G3 
and the facsimile communication facility of G4 which are performed through a public line 
network, this facsimile apparatus is equipped with the communication facility through a 
computer communication network, below, the Internet is used for a computer communication 
network, and electronic mail (e mail) service is used and explained on the Internet. 
[0014] CPU1 performs each processing of the encryption (decryption), and coding/decryption 
it not only controls each part of this facsimile apparatus, but mentioned later, image 
transformation, binary text conversion, e-mail edit, etc. through a bus 12. A read station 2 
reads a manuscript by CCD etc., and outputs a monochrome binary image data. The Records 
Department 3 has printers, such as an electrophotography method, and records the image 
data which received through other G3 and G4 facsimile equipment to the Internet (printout). 
A display 4 is equipped with a liquid crystal display etc., and displays the operating state and 
image data of this facsimile apparatus. A control unit 5 is equipped with various keys, such as 
a ten key, a compaction dialing key, and an one-touch dialing key, and performs various input 
setup to this facsimile apparatus. 
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[0015] ROM6 memorizes software required for actuation of this facsimile apparatus. RAM7 
memorizes temporary data generated at the time of activation of software, and also has 
memorized the various tables Tl mentioned later • T3. Image memory 8 consists of DRAMs 
etc. and memorizes an image data. DSU (Data Circuit Terminating Equipment^ Digital 
Service Unit)9 performs conversion of a transmitted and received data and an electrical 
potential difference so that it can connect with the digital channel Ll which is using the base 
band transmission method. The modem 10 is equipped with the data modem function other 
than the conventional FAX modem function. NCU (network control unit- Network Control 
Unit) 11 performs closing of an analog network L2, and disconnection. 

[0016] Drawing 2 shows typically the data flow in the facsimile apparatus shown in drawing 
1 . In this drawing, the same sign is given to drawing 1 and a corresponding part. Although 
the electronic mail transducer A mentioned later, a cryptopart 20, the coding decryption 
section 21, and the auto dialer 25 do not exist in drawing 1 , they shall be processed by CPU1 
based on the software memorized by ROM6. 

[0017] In addition, the electronic mail transducer A consists of the image transformation 
section 22, a binary text transducer 23, and the e-mail editorial department 24, and, in 
addition to facsimile communication, enables access to the Internet, and use of electronic mail 
service by equipping the conventional facsimile apparatus with this electronic mail 
transducer A. It enciphers using the cryptographic key which was able to be defined 
beforehand, or the image data (plaintext) read by the read station 2 is decrypted conversely, 
and a cryptopart 20 outputs it from the Records Department 3. In addition, there are DES 
(Data Encryption Standard), RSA, etc. in the method of encryption, and, specifically, it 
calculates multiplying this by the image data etc. using the predetermined bit string 
expressed in "1" as "0" to a cryptographic key. Hereafter, the image data enciphered in this 
way is called "encryption data." 

[0018] The coding decryption section 21 encodes or decrypts encryption data with coding 
methods, such as MH, MR, and MMR. Hereafter, the data encoded by these coding methods 
are called "coded data." This coded data is memorized in image memory 8. In addition, 
although the case where encryption data are changed into coded data is shown, this invention 
is not limited to this, but you may make it encipher the encoded data, and a block with the 
cryptopart 20 in drawing 2 , and the coding decryption section 21 and image memory 8 
interchanges in that case here. 

[0019] At the time of transmission of an electronic mail, the image transformation section 22 
changes it from TIFF at coded data at the time of reception, while changing coded data into 
TIFF (Tagged Image File format) which is the general graphics format used by computer. 
TIFF is various Class(es) which are exhibited by adobe and treat not only monochrome binary 
one but monochrome multiple value and full color **. It defines. Class F which treats a 
facsimile image to one of them It defines and is Class F to a head to coded data. If addition of 
TIFF header information etc. is performed, it is convertible for TIFF. The following and Class 
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F The coded data to which TIFF header information was added is called "TIFF data." 
[0020] At the time of transmission of an electronic mail, while the binary text transducer 23 
changes binary data into text data, it changes text data into binary data at the time of 
reception. Since the computer which cannot treat the electronic mail of binary data may be 
connected to the Internet, in order to make it an electronic mail arrive certainly to a phase 
hand, it is necessary to change binary data, such as TIFF data, into text data at the time of 
transmission. 

[0021] In the document and RFC (Request For Comments)822 which IETF (Internet 
Engineering Task Fore) publishes, although specified as a 7"bit code, the text data treated by 
the Internet can change binary data into text data, if base64 of MIME (Multipurpose Internet 
Mail Extensions) etc. is used. In addition, it is the coding method which changes binary data 
into text data in base64 by considering that 8 bit x3 byte binary data are 6 bit x4 byte, and 
assigning a character code to each cutting tool. 

[0022] While the e-mail editorial department 24 adds mail header information to the TIFF 
data changed into text data and edits into an electronic mail format, at the time of reception, 
mail header information is removed from the data of an electronic mail format at the time of 
transmission of an electronic mail, and it uses it as the TIFF data of text data, the head of the 
TIFF data which mail header information is the predetermined header information of the 
electronic mail of the Internet, and are transmitted here — "From:", "To*", "Subject^", "cc^", and 
"Date: " etc. — adding an item is specified. 

[0023] The auto dialer 25 sends number-to-be-dialed data to DSU9, a modem 10, or NCU11 
that automatic call origination of the number to be dialed read from the provider table T2 and 
phase hand table T3 should be carried out. Next, the configuration of each table Tl 
memorized by RAM7 - T3 is explained with drawing 3 . 

[0024] The user ID for logging in to the Internet, a password, an e-mail address, and provider 
classification are registered into the user table Tl of drawing 3 (a) for every user who uses 
this facsimile apparatus. In addition, provider classification supports the provider 
classification of the provider table T2 of this drawing (b). The provider table T2 of this 
drawing (b) was made to correspond to provider classification, and a provider's number to be 
dialed (telephone number) used when accessing a provider name, a circuit class (an analog or 
digital), and the Internet is registered into it. By this, a different login procedure for every 
provider can be identified and performed, and when one user uses two or more providers, or 
even when the provider has two or more circuits, it can respond by setup of this table T2. 
[0025] A phase hand name, an e-mail address, a facsimile number, and its classification (G3 or 
G4) are registered into phase hand table T3 of this drawing (c) for every abbreviated dialing 
number and one-touch number to be dialed. In addition, each table Tl - T3 can also carry out 
listing of the contents of a setting except the secret matter of a password etc. from the Records 
Department 3 or a display 4, then a setup of each table Tl by the user, a manager, etc. * T3, 
modification, and a check become simple. 
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[0026] By the above configurations, this facsimile apparatus performs cryptocommunication 
which raised secreting nature more compared with the former. An outline flow shows an 
example of the actuation at this time to drawing 4 . In the facsimile apparatus of a 
transmitting side, by actuation of a start key etc., if there are transmitting directions, the 
manuscript data (cipher) enciphered by the cryptopart 20 will be transmitted by the Internet, 
and the cryptographic key used by encryption will be transmitted through the telephone lines 
LI and L2(#01-#03). 

[0027] On the other hand, in a receiving side, if a cryptographic key is received through the 
telephone lines LI and L2, a cipher will be automatically received through the Internet, it will 
decrypt in a cryptopart 20 using the cryptographic key which received the cipher, and a 
printout (printing) will be carried out from the Records Department 3 (#11"#13). Here, when a 
cryptographic key is received through the telephone lines LI and L2 which are public line 
networks, this became an opportunity, connected automatically the Internet which is a 
computer communication network, and has received the cipher. By this, if a cryptographic key 
is received even if it is the case where the Internet is used with a dial-up connection type, it 
turns out that the cipher is already transmitted and quick data transmission can be realized. 
[0028] In addition, a cryptographic key communicates by communicating by the junction 
multiple address indication signal which is sent and received by facsimile communication and 
to which multiple address transmission is made to carry out from a relay center, and the new 
signal of the same kind, or including in NSF in a communication procedure (non-standard 
functional recognition signal) etc. as a new item conventionally. Next, the configuration of the 
communication network equipped with the above-mentioned facsimile apparatus is shown in 
drawing 5 . Here, although F in drawing explains that actuation below as a thing applicable 
to this facsimile apparatus with an electronic mail function, the personal computer PC 
connected by the dedicated line is sufficient as the communication terminal of this invention, 
and even if it does not perform a dialup connection to the tide of periodical or arbitration, 
according to this, it can carry out data communication to real time. 

[0029] When performing cryptocommunication from facsimile apparatus F to a phase hand's 
facsimile apparatus Fa with an electronic mail function and personal computer PCa, first, in 
advance of transmission of a cryptographic key, that a cipher should be transmitted by E-mail, 
a contract provider is called through the public line network P, computer communication 
network N is connected and the image data which carried out the reading scan is transmitted 
(root **-**). 

[0030] Then, a cryptographic key is transmitted through the public line networks P and Pa 
(root **-**-**, **-**-**) Since the cipher is already transmitted to a phase hand's facsimile 
apparatus Fa, and addressing to Computer PCa by E-mail, computer communication network 
N can be connected to the tide of reception and coincidence of a cryptographic key, or 
subsequent arbitration through the public line network Pa, the electronic mail addressed to 
the self-address can be received (root **-**, **-**) ? a nd a cipher can be decrypted. 



8 



JP,10-200519,A 



[0031] If it communicates in such a gestalt, since the cipher with much amount of data will be 
sent and received through computer communication network N, on the both sides of a 
transmitting side F and receiving sides Fa and PCa, much traffic does not start like [ at the 
time of sending and receiving a cipher ] by the usual facsimile communication (root **-**-**, 
**.**_**^ **.**.**) that what is necessary is just to pay the traffic to a contract provider. In 
addition, Fb in drawing is the usual facsimile apparatus which is not equipped with the 
electronic mail function. 

[0032] Moreover, since Computer PC was connected to computer communication network N 
by the leased connection and other networks Na are connected to it by LAN connection etc., 
an electronic mail can also be transmitted to the computer PC of a leased connection, and the 
network Na of LAN connection from facsimile apparatus F (root **-**-**, **-**-**) i n 
addition, if the public line networks P and Pa are connected to Computer PC and Network Na 
also in this case, the same cryptocommunication as the above can be performed. 
[0033] Next, the basic actuation at the time of reception of the communication terminal 
(facsimile apparatus with an electronic mail function) of this invention is explained with the 
flow chart of drawing 6 . Here, if confidential reception of the cryptographic key is carried out 
through the public line networks P and Pa (steps 100-106) and reception of this cryptographic 
key is checked first, by the dialup connection, the Internet is accessed and the case (steps 
107*121) where a cipher is received is shown. 

[0034] If a message is received to the call confidential transmission was instructed to be, the 
data of the cryptographic key which received will be memorized in the confidential box 
(RAM7) specified from the transmitting side. And a circuit is opened wide and it displays 
having carried out confidential reception on record or a display 4 by the Records Department 
3 with the destination, a confidential box number, etc. Then, if the personal identification 
number (password) corresponding to a confidential box is inputted, it will display that it is 
cryptocommunication on record or a display 4 by the Records Department 3 so that only the 
person who inputted this personal identification number may understand (above, steps 
100-106). 

[0035] Next, the person who checked cryptocommunication chooses data, such as self user ID, 
from the user table Tl by actuation of a control unit 5 etc. first that the cipher which is the 
text should be received. Then, if the circuit class of the provider who connects is read from the 
provider table T2, DSU9 will be set up if it is an analog network and is a setup and a digital 
channel about a modem 10, call origination of a provider's telephone number is carried out 
and there is arrival of the mail, reception of an electronic mail (cipher) will be started. 
[0036] To a protocol, reception of an electronic mail logs in using PAP (Password 
Authentication Protocol), and receives data by POP (Post Office Protocol) here. Then, from the 
data of the received electronic mail, after removing an electronic mail header by the e-mail 
editorial department 24, changing this into binary data by the binary text transducer 23, 
returning to coded data from TIFF data by the image transformation section 22 and 
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decrypting coded data by the coding decryption section 21, this data is decoded by the 
cryptopart 20 using the cryptographic key which is confidential reception ending. This 
decoded image data is displayed on record or a display 4 by the Records Department 2, and a 
circuit is opened wide after that (above, steps 107-121). 

[0037] Although the case where confidential reception received a cryptographic key was 
shown above, in this invention, it is also receivable with polling reception (Request-to-Send 
reception) in addition to this. Polling reception performs a Request to Send from a receiving 
side to the communication terminal (transmitting side) defined beforehand by actuation of a 
control unit 5, or time*of*day assignment, and receives the data set to the transmitting side (it 
memorizes in memory). According to this, a cryptographic key can be received to the favorite 
tide after receiving a cipher through computer communication network N, and decode 
(decode) of a cipher can be started. 

[0038] In addition, this invention can also take the gestalt of operations other than the above, 
and may often (for example, WWW of the Internet) also as data, such as voice and an 
animation, use computer communication networks other than the Internet (for example, 
NIFTY-Serve) for transmission of an electronic mail for the data transmitted in computer 
communication network N in addition to an image data. 
[0039] 

[Effect of the Invention] Since communication link cost can be made cheap by leaps and 
bounds since a cipher is communicated through a computer communication network and a 
cryptographic key is communicated through the public line network whose cipher is another 
root when performing cryptocommunication according to the communication terminal of this 
invention according to claim 1 so that he can understand also from the above explanation, 
compared with the former, communicative secreting nature increases further. 
[0040] According to the communication terminal according to claim 2, since polling reception 
or confidential reception receives a cryptographic key, the communication link holding a 
secret is attained further. According to the communication terminal according to claim 3, by 
reception of a cryptographic key, it can judge that the cipher is already transmitted, a 
computer communication network can be connected automatically, and a cipher can be 
received. Therefore, even when using a computer communication network by the dialup 
connection, data transmission can be done quickly. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing l] It is the block diagram having shown an example of the internal configuration of 
the communication terminal concerning this invention. 

[Drawing 2] It is the mimetic diagram having shown the data flow in the communication 
terminal concerning this invention. 
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[Drawing 3] It is drawing having shown an example of the configuration of the table 
memorized by the communication terminal concerning this invention. 

[Drawing 4] It is the flow chart which shows an outline for actuation of the communication 
terminal concerning this invention. 

[Drawing 5] It is drawing having shown an example of the configuration of the 
communication network equipped with the communication terminal concerning this 
invention. 

[Drawing 6] It is the flow chart which shows an example of the basic actuation at the time of 

reception of the communication terminal concerning this invention. 

[Description of Notations] 

20 ... Cryptopart 

A ... Electronic mail transducer 

N ... Computer communication network 

P, Pa ... Public line network 

F ... Facsimile apparatus with an electronic mail function 



* NOTICES * 

JPO and NCiPl are not responsible for any 
damages caused by the use of this translation. 

l.This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2 **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 
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tc&BSrV^h^iTSrKtt*-*. RAM 712, V7h 

* x r confir^tc^-r *-8*««rf - * 

DSU (r-^0IS*I^K: Digi 
tal Service Unit) 9J2. Hf5iH^5rffiffl 

CU ( ffl$l]ffll^a : Network Control Unit) 1 ltt, T 

[oo i6] H2{i. muz^ttzyr^^^umm^i 
a^-s«^-^m^A. w#»2o. ^•fws-^-fb 

36*. ROM6tcE«$*l/£y7h»>ir(c3^V%T. C 



[ 0 0 1 7 ] Srfc, VP*— A^QJWPAtt. Mft$&tft 
2 2. A>f-*-y -7-*Ahmm2 3. *-;HBfc»2 

{2. MJRSP2T'»g^]R-5^-f*-^T-^ 

-£XZ\$^ DES (Data Encryption Standard) WSA 

fciftf* 1 ^ SttWfcli* Witf. b»#«k: r 0j i 
rij fcT*$*l4Bf^<Ot'y hJUfcfflV^ ZtlZJX 

[0018] tt^im^im2 1 tt, Bf^-fkr-^^M 
H, MR, MMRmcDtt^kttlZX-oXft^ttfzlZ 

(2. BS#ft; x - £ #-§"ffc t'- ? lz$?®-? 

X^&tf. *%.WteZtllzim%.Ztii t . flF^Lfcr 

-?*m^{kt& ±o<,zLXi>£<. -e<0*§-£«2. H2 

(ct>(ti,Bi-^2 o t . *mwsmw&2 1 »tf-r 

^ U 8 1 <7)7a y ^ ^'Aix#^4 . 
[0019] Bi£^mgB2 2 {2. m^-/Pc0iMftB# 

:0rBfil7^— "7-y hT'S>l>. TIFF (Tagged Image F 
ile format) fc^-r^-^T. S«B$tc(2. TIFFA' 
httmtT~-9t,Z$mth. TIFFtl adobeft 

i,zj:-ix&fflztixt5K). an2«K£»rcti : fir<. an 

7y^7-^ri:2:a3«^=5rClass 
^•S. -ecotf^l-otc(2. 7r?>-S DH^SrffioClas 
s F W-f-ft-f-^^LT. jfelRt 

Class F <73T I FF\-/f tf IB^WSD^r fc' 2: ^ i. t2\ T 
I FF(C$itl§. OT. Class F COT I FF^-y^ 
ffifg^WD^tL^^tx-^^ rTIFFf-^J t 

[ 0 0 2 o ] ^-y ■ h^g|52 3 «2. Vf-* 

-jwmmm 2 . y -m; •f'— ^ * t h t - ^ 

com^-^iRd z v "> n ytrjL-^gM^ 

^'S<J:dlc-r-l.(c(2. TI FFT—PKtWWI- 

[00 2 1 ] -fy^7 hT-mp7 : -^f^.hT : -^«2. 
I ETF (Internet Engineering Task Fore) ffWrt't 



(4) 



•&m¥ 10-200519 



ZF^-AjOh. RFC (Request For Comments) 8 2 

Oj 1 ^ MIME (Multipurpose Internet Mail Extension 
s ) <7)b a s e 6 43rif£f!lflW#tfi\ ^MfJf - ^ 
S-T d fXhr : -^t^T'#S< > Srfc, base64t 

4A-f htMAL. £«<WW MC*fU ^f-v^i?^3 
- H * W 0 ST S £ i: fc J: •? . *U 1~ V 

[0022] ^c-/MW6»2 4(4. flrf -X -/WDiUftltS 
(4, x**^— ^KSQftSilfcTIFFT*— 

h *>*rf * —iwMi&ry^ rmmoz hx-M. mm 

-f&T I FFx— ^£735tSI^. "From:" , "To:", "Subj 
ect:", "cc:", "Date:" *£<WBB*fttllrt-4£fc j&«H 

[00 23] *-hy4 ^y-2 5(4, 7DA*>f/f- 
y;UT 2 . ffl^jfcf 1 — 3 j&»4»8E*ai Ui*^ 
#-5r£ itSf&Jf-f ^< . DSU9. tfAl 0t?t(4N 
CU1 l^^-V/PS-^x-^SriHI.. RAM 7 

t;IE1SSiTJt#-r-y^T 1 ~T 3<r)mmz~o\,^xm3 

[ 0 0 2 4 ] H3 ( a ) comm^r—y^T 1 (C(4. Z 

•y Mcn^W lsthtdsb<7>3-— -f I DtAX7-h\ « 

fc, rn;W m#J{4PI0 ( b ) WDA'^f-T'/l' 

T2<r>vuju^m^znmL.x^h. mm d>> <o:r 
rny-w r**, miaas'j (r^a^^x^'^ 

t,z£r>x. ymzmtthv?* ym^m^it 

v^4«^"Ct, £c7)T--y;UT2<7)i5StcJ:-5T*tJC-C 
[ 0 0 2 5 ] H0 ( c ) <7)m^r—y^T 3 £(4. ffi 

JM <G3£fcf4G4 ) *««tT^*. #T— 7" 

;UT 1 ~T 3 {4. /«7- H *4T<?»SBaP*3S*l*< 

p*g£ . ie$j3P3 jfcseNM 'J * r- aj7j-t& £ t i> 

[0 0 26] W±<0£tttofiilz£r>X. Zcr>y r -7i<> 
5 U»»4. fig*kit^, i O^tt^^Bf-Sf-ilff 



£?t3. £^fc§^lMt^^£f»7o---'C04fcjF 

-r. mmm<r>yT7~/$.o$mx'ii. x?-b*-<7)& 

fKrif (Ct 0 . j£fH&?ro6*&* h . Bf^gP2 0 TBiHHfc; 

tTiMM^-S (#01-#03) . 
[0027] 3?fMTi4, ttKQtRL 1 , L 2 £ 

a&TBf^tSSSU «re«2 0fc:tiVvc. Bf^UcS: 

73 (EPS"J) « (#11-#13). ££Tt4. ^REI 

®MX'$>&nm®mL 1 . l2^^-lt. Bf-^n^sm 

ftLTv^. ztiizx^x. y^^vr-y-rwms^z 
x^x j> hzmm-t&i^&x'fo-oxh. m^r 
a^s^rrixtf. mzm^-xrf&mznx^&zttftt 

[0 0 28] ^*3. iHflli. ^r^^S'Jfflft 

V-.J4, fflfi^nirtoN s f (mmmaaKam®*) tcz 

££T»4. 04'^F3&>'£C7)«^-/U«tg#7 

v-s vmmzm%-t&i><7)t lx. OT^-eoi&f^ 
saw'Ts**. *%Bjwfflfts*^s{4. mmmx-mm 

[0029] yrfiss. 'JglF*^, ffl^ifeO*^ 

— Ji<mmtty r 9 >- s u^bf a^s-y^n ye^ 

^mrtw&tzteE~> x . vfr^xzm?* -n-xmmt^ 
<. ^mmwmp^txm}'r^<-( r^utHL. 

?*mmtfh (;i^-h(D~©) . 

[0030] «WC» Bf^S:, ^RmtftMP, PaSr 
(^-h®~©~®, @) . ffi 

^7r7yS!;gIFa. 3ytfi-^PCa5a 

-^«<7)Sfii:i5iB#, h&im. z<v&n&mcommiz. 
^mmmmPa^-ftLx^yc^-^mmmN^mm 

[0031] z\cr>i. otcj&m.iz&^xm.m-tni. x- 
^4*^ v * Bt^x<4 r» v t- jl - ^ ariffl n £ a t r m% 

Ztl&cr>X\ iMftffllF. gftWFa, PCa«t 

{4, mrru^A y&x'commmzttL 0 tz»x-x < . 
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m^coyr^i^S. Uiifi (/P-h(D- ©— ©, (D— ©— 
©, (D— ©-©) KioT, Hf-f-^^MS L^tg-g-W J: 

S'JSSEST'&ft. 

[0 0 3 2] n^ta-^aMSBSNKUi. ^ffl^ 
£(c J: oTfficO* ■/ h N a fcJfcKl/tv^fterC* 

-fft-IikT'^ft (yU-h®— ®— ®, ®— ©— ®) . 
a£&*[iNUP!P. PafctSKLTVtfLtf. ±IEkH« 

[ o o 3 3 ] acje. ^H^iift^^a {m^-)v 
warn ^r^ys'jsi) fiosft t=o v * 

ftL (xf77i oo~i 06) . znm^m^mz 
mm-ttx-iz. va *?>vt -y ymwtiz iot. av*—* 
7ht7mL> Bf^-^^sft-r-s (xf7ri 07 

-12 1) ^Sr^LT^ft. 

[0034] aHaa§*%*$#ifcnf aj(c«LT*m- 

fti. ^ftUrBi-SrHox-?^ i*flffll#>£>^5£$ft 
7taS--K-y^X (RAM7) ICfB'fi-rft . ZLX. Qltt 

^irtfctfc:, ie^gP3^j:oTieii, hh\^t. m. 

^4(C^-Tft. -?-<7)flL SSgtfv^XKWEL^Bg 

a* l A«{tic**»ft i a (c » m*mm~ch &z\t 

Sr. fB»SP3tcj:oTIS«. £>ftU±. ^gP4t;^ 
-Tft (J3LL, Xf 77100-106) . 
[00351 SC, MHIfcWBLfcAli, 
ftB&^^^Sft^^< , i-f, a^»50SMKiriftcJ: 
o T . f y/PT 1 *» A, g fico i-if I D & if « 

7-'-?£§iiR-rft. "Tftt. 7Dy^^f-7/H2i!i> 
*«W-ft7t3-'<>f ^OEiaW»iJ*K»ajL. 7to 

«r d s u 9 tsut lt . roA>r y<7MMi%^*5m 

-fft. 

[0036] tt^X— ;K0Sftti. 7D h 

fc^ CTiJf. PAP (Password Authentication Protoc 
ol) SrffifflLTO^-f POP (Post Office Prot 
ocol) fciOx-^fcWi^-ft. SflUfclR? 

gP23Tv^^U7 r -^tc^t, Hti83fttf2 2fc:.}: 



gP2 0(cJ:oT, £tf>7 f -*£»H»SSSF*'C*«iii^- 

IB8«2fc:J:->T£», £>ftUi. SUkSP4 

*U -?-«f*. EBfc&'lHftSffi.* (lilt. Xf7710 7 

-12 l.) . 

[0037] JjLJLfcUi. Bf#|g£gUggfitcJ; oTfl 
*fKBTti, ZilWHz. tf-ij 
>7%m ( amK#»g T^fTT ft ; 1 & 

ft. tf-vyy&mta. afcft«5tfD»ff. aftv^t, 

BS*ffi5e£J:->T. ^^£*ifc»I**SKB (SMS 
ffll) C**U SfHffl*^j*rtB*^firoT, iMftffllt-b 

( ) * HfcrTft i ft . 

[ 0 0 3 8 ] SriK *«BJ(i. ±IBJ^h»HSSO^«$r 

w) . n^^—)v<rm.m,z. ■<>7-* vyvj$v<r>^> 

tf^-^Mftffl ((5>U{f. N I FTY-Se rve)J 
[0039] 

[«W<^»*1 liLhcOiKBJ*>^i>a»T'*ftJ:dlc, * 

^cot«*3aitcia«££Ojifis*^a{cj:ix(f - Bt^a 
iifrr ft^T-iift^x h zmtmz&miz-f ft ^ t 

[0040] mmm2 (cE«^)iWiSB5lSRilK: ±<Uf . 

Bfr^i & . u >-^^fi& ft v ^imm^miz iotg 

fl-fft^T\ JSC. W5??2:^Lfv:51^i*^rtg^ft. 

«^3t=iettwaim«5^aBfc:j:*ujr, Bi^-aw^ft 

■Tft«li:^T-#ft. L^o-C. 3^t°A-^iiftlB$: 
^;PT -y Tfg^tC i o ft«^T«> . fflMtC 
T-'-^ISiM^'-C^ft. 

[Hi ] *«w{c«4ae*B5iaeaortat««o--0ii 

^L^rn-y^0T'S>ft. 

[H2 ] *»^t=«ftaiSSK^itrt^'r-^«aDh.* 

^Ltzm&MX'h&. 

[H3 ] ^SIHBKffiftafiiSHaatfclEttS^ftT 1 -^ 

)V<7ym$L<n~ m&m L7tST'S> ft . 
[04 ] *»^fcffiftaa*WSB««»ffs&«l»«:^ 

7D- ?-r — Nt'tbft. 

[H5 ] *%B3^ftjlfiSig*Sia2r^i.7cjlfiiSicO« 
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[06] ^wMzi^m^m^mmco^w^m^m^ a 
20 • • -m^-as f 



Pa- • • 



[013 



CPU1 



ROM6 



RM47 



i«¥*fej-7'A T3 



DSU9 



NCU1 1 



12 



[03] 



(a) f(Jffl#?-^m 





i-r id 


A' w-K 




7* Hh m 4r «?« 


oooo 


mar u 


abed 


mar u@kyoto.caj p 


A 


xxxx 


b a t s u 


x y z 


batsu<s>osakaar j p 


B 





r da* r 






A 


00*y h 




075-222-7777 


B 






06-123-4567 



(c)*H^5fcx 


-^H3 












SfBOOl 


ABCflW 


abc@abc.coj p 


075-123-4567 


G4 


JII8002 


fWefg 


efg@kyoto.cr .j p 


075-321-1111 


G3 




xyzBte 


xyzOOl 23<§>ni ftyser veor j p 


06-789-2222 


63 


7>^?f B 


xx HNS 


hijk@kyoto.or.jp 

1 


075-345-3333 


G4 
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[02] 



B 








1 


•4 




IK 


o 







8 










Oft 




a? 
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[04] 



C 
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I (#02) 
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r 



C 
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r (#11) 





I 



(#12) 



I (#13) 



C 
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[06] 
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104 




106 
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T 



116 



117 



118 



bs**»d stasia 



T 



119 



_L20 



121 



(51) Int. CI. 6 

H 0 4 M 11/00 
H 0 4 N 1/44 



30 3 



F I 

H 0 4 L 11/20 



1 0 1 B 



